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Data Protection Act 2018

The Data Protection Act 2018 (DPA 2018) was introduced to replace the previous 1998 act to make sure that the UK legislation is up-to-date for the digital age. The UK have used the EU GDPR as a framework for DPA 2018 while tailoring laws to best match the UK. There are 7 main principles of DPA 2019; 
· Lawfulness, fairness, and transparency – Personal data must be handled in accordance with the law, treated fairly, and processed in a way that is clear and understandable to individuals.
· Purpose limitation – Personal data should be collected for specific, clearly defined, and legitimate purposes and must not be used for other purposes that are incompatible with the original intent.
· Data minimisation – Only personal data that is relevant and necessary for the stated purpose should be collected and processed.
· Accuracy – Personal data must be correct and kept up to date, with reasonable steps taken to promptly correct or delete inaccurate information.
· Storage limitation – Personal data should be retained only for as long as it is needed to fulfil the purpose for which it was collected.
· Integrity and confidentiality (security) – Personal data must be protected through appropriate technical and organisational measures to ensure security and prevent unauthorised access, disclosure, loss, or damage.
· Accountability – Organisations responsible for processing personal data must ensure compliance with these principles and be able to demonstrate that compliance when required.
There are many more rights that have been granted with the updating of the 1998 act and these rights grant;
· Right to be informed - Know how your data is used
· Right of Access - Request a copy of your data
· Right to Rectification - Have incorrect data corrected
· Right to Erasure - Request data deletion
· Right to Restrict Processing - Limit how your data is processed
· Right to Data Portability - Receive and reuse your data for different services
· Right to Object - Object to data processing in specific situations
This 2018 act means that organisations can process data fair and lawfully while keeping the data secure and accurate.

Computer Misuse Act 1990

Computer Misuse Act 1990 (CMA 1990) is the UK legislation that criminalises all forms of unauthorised computer access on the intent of harm, hacking, install a virus, theft etc. It is very unlikely that you will be punished by this legislation if you unknowingly access an unauthorised computer as there was no intent to cause harm.
These are the key offences under the CMA 1990;
· Section 1 – Unauthorised access to computer material (Gaining entry to computer system or data without authorisation)
· Section 2 – Unauthorised access with intent (Hacking with the aim of committing or aiding a crime)
· Section 3 - Unauthorised Modification (Altering, deleting, copying or interfering with data)
· Section 3ZA (Added Later) - Unauthorised Acts Causing Serious Damage (Creating or risking serious damage to a computers operation)
· Section 3A - Making or Supplying Tools for Offences (Creating, supplying or obtaining tools to be used in computer misuse)

Copyright, Design and Patents Act 1988

Copyright, Design and Patents Act 1988 (CDPA 1988) is the act that gives digital creators the right to control how their work is used and managed from all areas of digital creations can be covered under this act.
When is comes to writing or designing code, the code is automatically copyrighted and cannot be copied without the owner’s permission.
The copyright law prevents you from buying a piece of software to then;
· Send a copy of it to someone you know
· Selling a copy of the product
· Using the software on a network (Unless a licence permits this in the contract you sign)
· Renting software without the owner’s permission
A voluntary, not for profit group by the name of ‘FAST’ was set up in 1984 by the computing industry with the goal of preventing software piracy and has a policy of prosecuting anyone found to be breaching the copyright laws.
Consumer Rights Act 2015

The Consumer Rights Act 2015 (CRA 2015) is the legislation that consolidates all consumer laws into one place enforcing contacts for the likes of goods, services and digital content. 
The act mandates that products must be of satisfactory quality, fit for purpose and just as described, this means that you have a right to reject faulty goods and claim a full refund in a 30 day period with a right to repair or replacement afterwards.
Consumer Rights Act 2015 key aspects:
· Of Satisfactory quality, fit for purpose and as described
· 30 day period to refund a faulty item
· If a repair or replacement is needed after the 30 days, a 6 month window is available for the goods to be repaired or replaced
· Rules against unfair contract making. Contracts can be unenforceable if the terms are deemed to be unfair and an imbalance is found
With this act in place it makes the purchasing of goods, in-person and online is make smoother with less worry about being scammed or being given something you haven’t agreed to. 

Health and Safety at Work Act 1974

Health and Safety at Work Act 1974 (HSWA 1974) is the primary legislation around health and safety in the UK. This is governed by the Health and Safety Executive (HSE) These acts make sure that employers ensure that the health, safety and welfare of any workers and the public are met. 
This is met in various ways like;
· Section 2 – General duties – Employers must ensure the health, safety and welfare of all employees.
· Section 3 & 4 – Protection for others – Extend to protecting non-employees such as clients, contractors and the public from work related risks.
· Section 7 & 8 – Employee responsibilities – Employees must take good care of themselves and of others and make sure to not misuse equipment provided for safety
· Conduct risk assessments to identify hazards
· Provide the necessary protective clothing (PPE)
· Provide adequate welfare facilities
· Proper training is provided by a competent member of staff 
All of these points under this act must be enforced in all business sectors. Different businesses will have different enforcement rules depending on the type of business however the employers of all businesses should be following this act no matter what field the business is in.
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